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Introduction 

The global order is undergoing a once-in-a-generation shift. The rules, norms, and institutions 
that once facilitated predictable international cooperation are giving way to a landscape defined 
by strategic competition and transactional diplomacy. Economic interdependence—once consid-
ered the cornerstone of global peace and prosperity—is now widely viewed with suspicion as a po-
tential vector for coercion. The balance of military power is shifting in unpredictable ways, shaped 
as much by the depth and resilience of underlying technological and industrial ecosystems as by 
traditional force structures alone.  
 
In this new environment, old ideas have returned to the fore. From Tokyo to Washington, con-
cepts such as “security” and “sovereignty” are replacing “efficiency” and “integration” as the core 
tenets of economic policymaking. National security and economic statecraft are now inseparable: 
Between 2022 and 2025, major economies including the United States, the European Union, the 
United Kingdom, Japan, Germany, and South Korea all published their first major strategy doc-
uments focused around the concept of “economic security.”i These shifts have coincided with a 
widespread revival of industrial policy, trade protectionism, and state intervention as economic 
tools of first resort, replacing decades-long policies and institutions promoting economic liberal-
ism.    

More questions than answers remain about the fundamental character of the emerging global 
order. Yet, it is clear that technology competition is a defining feature. Technological revolutions 
in artificial intelligence (AI), clean energy, computing, biotech, robotics and space are actively re-
shaping the economic and social fabric of society. More than ever, the ability to access and control 
these critical technologies is crucial to a country’s ability to provide security, stability, and op-
portunity to its citizens. But rising global tensions and fracturing supply chains are creating new 
constraints for governments and firms that markets alone cannot resolve.  

i	 This refers to either standalone strategy documents or high level national security strategy documents with 
major sections explicitly dedicated to the concept of “economic security.” 
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The semiconductor industry sits at the center of this story. It represents a unique convergence of 
extreme engineering complexity, massive capital requirements, narrow supply chokepoints, and 
acute geographic concentration. Because semiconductors are the essential building blocks for 
everything from basic digital infrastructure to frontier AI, they are at the heart of the unfolding 
technology competition. And with perhaps the world’s most complex and globally distributed 
supply chain, the industry complicates the rising impulse among nations to retreat behind the 
walls of “technological sovereignty.” 

For decades, the semiconductor industry was relatively insulated from geopolitical pressures. But 
the return of geopolitics now poses vexing challenges for policymakers and industry leaders at 
every layer of the semiconductor value chain. Which dependencies are tolerable and which are 
unacceptable strategic liabilities? Who should bear the cost of creating resilience? How far can 
“de-risking” go without undermining innovation and growth? Where should the lines be drawn 
between protecting advantages and capturing new markets in an era of intensifying competition?

A New Chapter

These new uncertainties create an urgent need for active coordination between countries that 
share similar interests, goals, and values. The Oxford Semiconductor Conference (OSC) was 
created to provide a neutral forum for this coordination to occur, with an enduring mission to 
maintain lines of communication between senior leaders from government, industry, finance, and 
academia. In September 2025, over 100 thought leaders and senior practitioners from more than a 
dozen countries gathered at Oxford University to exchange ideas and perspectives on the emerg-
ing challenges and opportunities facing the technology alliance. Our goal was to create a unique 
opportunity for leaders to engage in candid dialogue with counterparts beyond national, political, 
and professional silos, reminding all of the value of cooperation in the face of major headwinds.  

This compendium aims to draw on the collective expertise of OSC participants and affiliates to 
introduce fundamental challenges facing the semiconductor industry and frame how to resolve 
them. Each chapter aims to provide context and distill actionable, novel ideas for well-positioned 
stakeholders to act upon. In the pages that follow, contributing experts from leading international 
institutions including the Payne Institute for Public Policy, Jain Family Institute, Research Institute 
for Democracy, Society and Emerging Technology (DSET), Center for Strategic and Emerging 
Technology (CSET), and the United States National Defense University explore the complexities 
of technological competition across four key pillars of the semiconductor value chain: 1) critical 
minerals, 2) energy, 3) sovereignty, and 4) national security.

CRITICAL MINERALS

In the first chapter, Ian Lange, Jonah Allen, and Shane Sethi address a foundational physical layer 
of the industry: the recovery and refining of critical minerals. Some segments of the semiconduc-
tor ecosystem depend on precarious, “thin” markets for materials like gallium and germanium, 
which are essential for high-frequency integrated circuits, defense optics, and advanced solar tech-
nologies. China has established a near-monopoly over these minerals, controlling approximately 
99% of global primary gallium and 60% of germanium production. This concentration creates a 
high-sensitivity chokepoint that leaves large segments of the allied technology stack vulnerable to 
export restrictions.  
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The analysis argues that because these minerals are recovered as byproducts of processing oth-
er materials, the solution is not found in broad market subsidies. Instead, the chapter proposes 
a strategy of “precision, not scale.” This involves targeted G7 interventions at specific existing 
refineries to enhance their recovery capacity, from South Korean Zinc plants in Ulsan to bauxite 
refineries in Gramercy, Louisiana. By providing firm-level technical investment and guaranteed 
demand, allies can materially reduce dependency on Chinese supply chains and build a resilient 
mid-stream refining capacity without introducing broad distortions into the global commodities 
market. 

Energy

The second chapter, by Cartus Bo-Xiang You and Tsaiying Lu examines the staggering energy 
demands of the AI buildout, positioning power availability as the primary physical bottleneck of 
the digital era. As generative AI becomes a standard interface for digital life, its insatiable energy 
appetite has emerged as a primary infrastructure bottleneck. A single frontier model query can 
consume roughly 60,000 to over 100,000 times the electricity of a traditional web search. This 
exponential increase in power consumption means that the rapid expansion of AI will entail a 
high-stakes competition for grid capacity and stable baseload power. 

Their contribution explores how to reconcile this rapid digital innovation with the physical limits 
of aging and often overstretched electrical infrastructure, juxtaposing experiences of large scale 
economies such as China and the United States with geographically constrained states: Ireland, 
Singapore, and Taiwan. They argue that the geography of AI data centers must be more intention-
ally aligned with regional development and the green transition.  

Rather than viewing data centers solely as sources of grid stress, the authors suggest they can be 
used as levers for accelerating energy modernization. By utilizing carefully calibrated locational 
incentives and grid modernization initiatives, governments can encourage the siting of data cen-
ters in areas where they can anchor new clean generation and flexible demand, reinforcing both 
the AI ecosystem and sustainable development goals. Though no policy solution alone acts as a 
panacea, on-site power generation, colocation with domestic industrial and research clusters, and 
restructured planning standards are critical focus areas. 

SOVEREIGN AI

Transitioning from infrastructure to the strategic application of these technologies, the third chap-
ter sees Hanna Dohmen and Sam Bresnick investigate the strategic dilemmas of “sovereign AI” by 
deconstructing the technology stack into its constituent layers: 1) compute infrastructure, 2) data, 
and 3) models. While many nations seek total strategic autonomy, the extreme capital require-
ments of high-end chips and the immense data needs of frontier models make full independence 
technologically and economically infeasible for most.  

Instead, they identify “hybrid sovereignty” as an emerging global model. This paradigm prioritizes 
the resilience to make independent political and strategic choices—often by leveraging open-
source models to provide alternatives to state-aligned ecosystems like China’s—rather than chas-
ing the impossible goal of absolute self-sufficiency. For most countries, sovereignty will be defined 
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not by the ability to control the entire stack, but by the ability to reduce single-country dependen-
cies at the hardware layer while preserving local governance over data and deployment.

AI AND NATIONAL SECURITY

The compendium concludes with Jeffrey Payne’s assessment of the institutional frameworks 
necessary to sustain technological leadership through public-private partnerships. The era of 
“moving fast and breaking things” is giving way to a period where the scale of required technolog-
ical advancement necessitates the state as a central facilitator. This chapter argues that traditional 
innovation pathways (which witnessed the public sector fall behind commercial giants) must be 
reformed to re-emphasize government’s role in innovation cycles.  

To win the long-term competition, national security institutions must accept greater risk and 
move away from laborious acquisition processes to facilitate both large and small innovators. 
Conversely, private firms must acknowledge that the infrastructure required for the next wave of 
frontier innovation—from massive compute clusters to secure supply chains—now requires the 
sustained strategic support and alignment only states can provide.

Looking Ahead

The chapters in this compendium converge on a clear takeaway: the next phase of technology 
competition will be decided less by isolated national initiatives than by whether partners can build 
durable cooperation mechanisms to solve difficult problems together. Many constraints explored 
here are not challenges any single government or firm can fix in isolation. Future convenings 
therefore must focus on practical opportunities for alignment, such as clearer divisions of labor, 
repeatable models for joint investment, and shared approaches to resilience that preserve innova-
tion and market dynamism. 
 
China’s accelerating push to expand its capabilities across the technology stack brings the need for 
such an effort into sharper focus. Building collective capacity requires sustained attention to the 
enabling foundations of competitiveness—capacity in critical segments of the supply chain, the 
people and skills that power them, the energy infrastructure that underwrites the digital econo-
my, and the financing structures that determine what can be built and how quickly. Shaping these 
shared priorities into durable and meaningful action that can endure beyond news cycles, politics, 
or market swings is the key to unlocking the future of our technological alliance.
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Chapter 1: Strategic Intervention to Rebuild 
Semiconductor Minerals Capacity in the West 

By Shane Sethi,i Jonah Allenii and Ian Langeiii 

i	 Shane Sethi is a graduate of the Mineral and Energy Economics program at the Colorado School of 
Mines. 
ii	 Dr. Jonah Allen is a Vice President & Lead Researcher for Minerals for Development at the Jain Family 
Institute. 
iii	 Dr. Ian Lange is the Viola Vestal Coulter Chair of Mineral Economics at the Colorado School of Mines. 
Additionally, Ian serves as Chair of the U.S. Commodity Futures Trading Commission’s (CFTC) Role of Metals 
Markets in Transitional Energy Subcommittee.

KEY TAKEAWAYS:

•	 Recent efforts to address supply chain vulnerabilities and rebuild domestic manufacturing 
depend on a stable and secure supply of critical components; China currently dominates the 
production and refining of critical upstream inputs. Two critical minerals in particular, germa-
nium and gallium, have been targets of export restrictions and are the most supply-sensitive 
inputs for compound semiconductors, used in high-frequency integrated circuits, defense 
optics, and solar technologies.  

 
•	 Both minerals are recovered as byproducts and represent “thin” global markets. Potential G7 

recovery capacity is significant compared to demand, but interventions are needed to support 
production, which will face a steep premium versus production in China.

•	 Governments should adopt precision, not scale, focusing on firm-level partnerships and tech-
nical investment support that enhance recovery capacity while minimizing new distortions. 
Coordinated G7 action targeting specific alumina and zinc refineries could materially reduce 
dependency on China and strengthen semiconductor supply chain resilience.  

 
•	 Support mechanisms should focus on targeted interventions such as capex grants, concessional 

loans, offtake agreements, and price-stabilization mechanisms that are better suited to address 
investment and demand uncertainty.



Rebuilding Semiconductor Mineral Capacity �| 6

BACKGROUND: THE GLOBAL SEMICONDUCTOR MARKET  
Semiconductors are like the nerve cells of modern technology; when layered into integrated 
circuits, they function like densely interconnected neural networks that power everything from 
smartphones to supercomputers. There are several types of semiconductors – each designed for 
specific purposes – and for advanced use applications, they are usually layered as integrated cir-
cuits (ICs) (see Table 1).

Unlike other semiconductors that can perform only one task at a time, an IC can execute multiple 
tasks with a high degree of complexity. Layering semiconductors in this way reduces the amount 
of external connections and components required, thus allowing for a more efficient product, 
reduced size and cost, and fewer external connections. The invention of flat-screen televisions was 
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enabled by the development of ICs, for example.  

The physical structure of integrated circuits is much more complex than single-function semiconduc-
tors. An integrated circuit is built on a silicon wafer and contains millions of interconnected compo-
nents, including transistors, resistors, and capacitors. ICs range from small-scale to ultra-large-scale 
integration, encompassing anywhere from about 10 transistors to more than 10 million transistors on 
a single “chip.” Their fabrication involves a series of highly precise processes that transform purified 
silicon into densely patterned functional devices. 

ICs now represent the lion’s share of global trade in semiconductors, and trade value has grown sig-
nificantly in parallel with the increasing “smartification” and connectivity of the physical world (see 
Figure 1).  

As IC technology has advanced, packing exponentially more transistors onto smaller chips, the 
geographic center of manufacturing has shifted away from the United States and Japan (see Figure 
2). While the U.S. continues to dominate in design, research, and equipment manufacturing, it now 
plays a relatively minor role in fabrication and export. The most advanced manufacturing capacity is 
concentrated in Taiwan and South Korea, where firms such as TSMC and Samsung have specialized 
in high-volume, high-yield production. This regional concentration reflects decades of cost optimi-
zation, ecosystem clustering, and strategic industrial policy that prioritized manufacturing precision 
and scale; the U.S. has increasingly outsourced production in favor of higher-value design and intel-
lectual property segments of the supply chain.
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The U.S. role in the manufacturing and export of “semiconductor devices” is now even smaller than 
in ICs, due both to the geographic concentration of advanced manufacturing and China’s industrial 
policies targeting solar manufacturing (see Figure 3). The trade category for “Semiconductor de-
vices” includes not only discrete electronic components but also photovoltaic and photo-sensitive 
devices used in solar energy applications. This composition biases China’s export share upward. Still, 
the broader trend highlights that the center of gravity for both conventional semiconductor produc-
tion and newer semiconductor-related technologies has shifted decisively toward East Asia. At the 
same time, the U.S. has increasingly focused on upstream design and equipment segments of the 
value chain, making supply vulnerable to geopolitics and trade policies.
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Note: “Semiconductor devices” trade code captures discrete electronic components as well as photovoltaic and pho-
to-sensitive devices used in solar energy applications. It does not include semiconductor devices that are layered into 
more complex “integrated circuits” (Figure 2), commonly referred to as “chips.”

Due to these vulnerabilities, the United States is aiming to rebuild domestic manufacturing of 
semiconductors, especially advanced chips that are critical to defense and AI applications. This 
push is being operationalized through a mix of industrial policy and firm-level investments—most 
notably the CHIPS and Science Act of 2022, which provides the Department of Commerce $52.7 
billion over five years (including $39 billion in manufacturing incentives) alongside a 25% Ad-
vanced Manufacturing Investment Credit to lower the cost of fab buildouts.12 Major “reshoring” 
commitments are already underway: the U.S. Department of Commerce is advancing plans for 
large CHIPS awards supporting expansions by Intel (across multiple U.S. sites) and new U.S. ca-
pacity by TSMC and Samsung Electronics, while TSMC reports that high-volume production at its 
Arizona facility began in late 2024.345 In 2025, CHIPS funding was deployed across logic, materials, 
and packaging segments, with direct awards to Hemlock Semiconductor and HPI Federal, along-
side expanded support for advanced packaging and high-purity inputs to strengthen defense-rele-
vant supply chains.

Rebuilding a strong manufacturing base for integrated circuits depends on a secure and stable 
supply of upstream inputs – especially critical minerals and the wafers fabricated from them. Every 
stage of semiconductor manufacturing, from wafer production to chip packaging, relies on a suite 
of small-market minerals such as gallium, germanium, high-purity quartz, and others. Yet China 
dominates the recovery, refining, and midstream processing of many of these commodities, creat-
ing a strategic vulnerability: while semiconductor fabrication itself is geographically concentrated 
in East Asia, much of the mineral and material foundation that feeds it is even more tightly con-
trolled by China. Understanding which minerals are most essential to semiconductor manufactur-
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ing, and which face the highest supply vulnerability, is critical to any effort to strengthen U.S. and 
allied semiconductor supply resilience.

MINERALS CRITICAL TO SEMICONDUCTORS 

Of the several minerals used to manufacture semiconductors and integrated circuits (see Table 2), 
gallium and germanium are among the most supply-sensitive, reflecting both their concentrated 
production and the geopolitical tensions surrounding their trade.i

iv These elements are produced al-
most exclusively as byproducts of aluminum and zinc refining, with China controlling most global 
refining capacity (see Table 4). As a result, relatively small policy changes, such as targeted export 
restrictions, can create outsized disruptions to downstream industries that depend on high-purity 
gallium and germanium for advanced chips critical to defense technologies such as fiber-optic sys-
tems and infrared optics. Both minerals have been central targets of Chinese export controls since 
2023. 

iv	 While other byproduct metals such as indium share similar production pathways, indium has received less 
policy attention due to its smaller market size (approximately $1 billion) and more diversified upstream production 
base, including meaningful output outside China. Indium is therefore not treated as a focal supply-chain risk in this 
report. Also, in contrast to previous reports, this analysis does not focus on silicon, which, while foundational to semi-
conductor manufacturing, is not as supply constrained. The United States benefits from a stable domestic source of 
high-purity quartz from the Spruce Pine mine in North Carolina, supporting electronic-grade silicon production and 
mitigating exposure to concentrated foreign supply.
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Gallium and germanium are primarily used in gallium arsenide (GaAs) and gallium nitride (GaN), 
which underpin applications in telecommunications, power electronics, infrared optics, fiber op-
tics, and advanced sensors.  

China produces approximately 99% of the global gallium supply and 60% of the global germani-
um supply; dominance has been fueled by government intervention.6 Beijing mandated its rapidly 
expanding aluminum producers to install the capacity to extract gallium.7 Between 2005 and 2015, 
China’s production of low-purity gallium surged from 22 metric tons to 444 metric tons, a nearly 
2000 percent increase. This move flooded the market and forced producers in the United Kingdom, 
Germany, Hungary, and Kazakhstan to shutter their operations. 

China has used its dominance to its advantage in global policy negotiations. The most recent ex-
ample came in 2023, when China restricted exports of gallium and germanium. The move by the 
Chinese Ministry of Commerce came just one day after the U.S. Bureau of Industry and Security 
amended the Export Administration Regulations by adding 140 Chinese entities to the Entity List. 

GALLIUM ARSENIDE WAFER MANUFACTURE 

Gallium arsenide (GaAs) wafers are manufactured through an intricate crystal growth and fabri-
cation process requiring extreme purity and precision. Production is highly concentrated in Asia – 
particularly China – where most large-scale wafer fabrication and processing facilities are located, 
though some U.S. and European firms maintain design or R&D operations (see Table 3).  

The single wafer manufacturer headquartered in the US, AXT Inc., maintains that all production is 
conducted in China. In Beijing, the company performs indium phosphide crystal growth and wafer 
processing. In Kazuo, it carries out gallium arsenide crystal growth, and in Dingxing, it processes 
both gallium arsenide and germanium wafers. AXT also owns a subsidiary, Tongmei Xtal Technol-
ogy Co., Ltd., located in Beijing. In 2023, when China imposed restrictions on gallium and germa-
nium exports, AXT had to navigate the necessary legal and commercial requirements to resume 
shipments of gallium arsenide and germanium substrates to certain customers. Additionally, AXT 
recently announced plans to list Tongmei on the Shanghai Stock Exchange.
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GALLIUM AND GERMANIUM EXTRACTION 

Gallium is not mined directly but is recovered as a byproduct during the processing of bauxite and, 
to a lesser extent, zinc ores. In alumina refineries, gallium accumulates in the Bayer liquor, which is 
used to dissolve alumina from bauxite. Because the liquor is continuously recycled in a closed loop, 
small amounts of gallium that enter with each batch of bauxite build up over time until concentra-
tions become high enough to extract economically. Recovery is typically achieved through chemi-
cal precipitation, solvent extraction, or electrolysis, separating gallium from the sodium aluminate 
solution. To be suitable for industrial application, the extracted gallium is then refined further into 
high-purity metal. 

Bayer liquor concentrations typically range from 30 to 80 parts per million (ppm), though 
long-running circuits and bauxite ores particularly rich in gallium can reach 200–300 ppm. The 
original bauxite feed generally contains 10–80 ppm gallium, but some Chinese and Kazakh ores 
exceed 100 ppm. Once concentrations in the Bayer liquor surpass about 80–100 ppm, extraction 
becomes economical.  

Bauxite is produced globally and several countries could enable future gallium production (Figure 
4).  
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Germanium is recovered primarily as a byproduct of zinc and coal processing. In zinc smelting, 
germanium is concentrated in the flue dust that forms during the roasting of zinc ores. This flue 
dust is then leached with acid, and germanium is extracted through solvent extraction or ion 
exchange before being reduced to germanium dioxide (GeO₂), which is then further refined into 
metallic germanium. In coal operations, particularly from lignite (brown coal), germanium can 
be recovered from fly ash or flue gas condensates produced during combustion. Germanium also 
becomes concentrated in flue dust formed during the roasting of sphalerite in zinc smelting, where 
content can reach 0.1–0.5% Ge (1,000–5,000 ppm) from ores originally containing 50–150 ppm.  

In coal systems, particularly lignite, germanium content averages 200–500 ppm, though some 
German and Chinese deposits exceed 1,000 ppm. After combustion, fly ash retains 100–500 ppm 
Ge, while flue gas condensates can contain up to 1,000 ppm. Recovery is typically economical when 
germanium levels exceed 200 ppm, with extraction achieved through acid leaching, solvent ex-
traction, or ion exchange. 

Although Gallium is mostly recovered as a by-product of refining aluminum from bauxite, it can 
also be extracted from the processing of Zinc ores or zinc-smelter residues. However, because 
gallium concentrations in zinc feedstocks and residues are extremely low and recovery requires 
complex, energy-intensive hydrometallurgical steps, the economics of zinc-based extraction are 
generally unfavorable, making it much less common than aluminum-based gallium recovery. The 
same is true for extracting germanium from bauxite/alumina feedstocks.  

Zinc is produced globally and several countries could enable future germanium extraction (Figure 
5).



Sethi, Allen, and Lange �| 15

GALLIUM AND GERMANIUM SOURCING POTENTIAL 

Specialized minerals markets such as gallium and germanium are incredibly thin. Further, the 
United States does not usually import these minerals in their primary form; rather consumption 
tends to be “embedded” in downstream products. In 2024, the US only imported 12 tons of gallium 
and 36 tons of germanium, but nearly 200 tons of gallium arsenide (GaAs) wafers, which are used 
to manufacture compound semiconductors for integrated circuits.  

Markets are small even when considering embedded consumption. The USGS valued U.S. imports 
in 2024 at roughly $4 million for gallium metal and $140 million for gallium arsenide (GaAs) wa-
fers, with no domestic production; germanium metal and germanium dioxide were estimated to be 
$50 million.8

1

9 For comparison, the estimated value of iron ore production in the U.S. alone was val-
ued at $5.5 billionin 2024 and the copper content of U.S. production was valued at $10 billion.23

1011

The largest producers of refined gallium are CHALCO and Zhuhai SEZ Fangyuan Inc; both compa-
nies operate bauxite/alumina refining facilities with gallium capture technology. The biggest ger-
manium producers are Yunnan Chihong Zinc & Germanium Co., Ltd, China Germanium Co., Ltd 
and Yunnan Germanium (see Table 4)i

v.  

v	 Yunnan is likely extracting from germanium from coal and China Germanium is extracting from zinc smelt-
ers.
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Several promising projects could help the United States establish a more secure supply chain with 
a lower risk of disruption. For Gallium, in Germany, there is a planned production capacity in-
volving the company Dadco Alumina. Its AOS Stade facility has historically produced gallium but 
suspended operations in 2016. In 2021, it was announced that the plant would be brought back 
online; however, production has not yet resumed. In Australia, Alcoa announced a Joint Develop-
ment Agreement with Japan Australia Gallium Associates, a venture between Sojitz Corporation 
and Japan’s JOGMEC. If all goes as planned, a final investment decision is expected by the end of 
2025, with production slated to begin in 2026. The goal is to produce more than 55 tons of gallium 
per year by 2028. 

In May 2025, Rio Tinto and its new partner, Indium Corporation, successfully extracted their first 
primary gallium as part of a joint research and development project. The ultimate goal is to pro-
duce 40 tons annually in Quebec. This initial step was completed at Indium Corporation’s research 
and development facility located in Rome, New York (see Table 5).  
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Additionally, there is a proposed funding plan by EXIM to finance Atalco Gramercy LLC, located 
in Gramercy, Louisiana, with $450 million to build a gallium expansion at its bauxite refinery. As of 
writing, there is no indication of the projected production volume. 

For germanium, in August 2025, Korea Zinc, the world’s largest zinc smelter, signed a Memoran-
dum of Understanding with Lockheed Martin, the world’s leading defense company, for the supply 
and procurement of the mineral and for cooperation in the critical minerals supply chain. Korea 
Zinc plans to invest approximately KRW 140 billion in its Onsan Smelter in Ulsan to establish a 
new germanium plant. Following trial operations in 2027, the company aims to begin production 
in the first half of 2028, with plans to produce high-purity germanium dioxide equivalent to ap-
proximately 10 tons of germanium metal. 

In addition to announced gallium and germanium capacity growth, we estimate potential addition-
al co-production capacity of gallium and germanium capacity based on bauxite/alumina and zinc 
refineries in operation. Table 6 below thus shows potential targets for strategic support within the 
G7 according to standard conversion factors.ii

vi

INTERVENING IN GALLIUM AND GERMANIUM MARKETS 

Countries are increasingly willing to intervene in mineral markets to counter existing market 
distortions that challenge national and economic security or development objectives. Policymak-
ers have a broad range of intervention strategies to choose from; at the same time, the geological, 
chemical, and market dynamics unique to each mineral necessitate that policymakers choose from 
this strategy set very selectively. Interventions can cause further market distortions and have vary-
ing levels of success, so the costs and benefits of strategies need to be weighed carefully.   
vi	 Potential Ga captured (t/yr) = Alumina output (t/yr) × bauxite-per-alumina ratio (2.5) × Ga in bauxite (ppm) 
(50) × % Ga leached to Bayer liquor (70%) × Ga recovery efficiency (30%) × 10^6. Potential Ge captured (t/yr) = Zn 
metal (t/yr) ​​× Ge ppm (120) × fume frac (90%).× recovery (70%) ×10^6
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Mineral market interventions generally take two forms: supply-side measures that seek to enable 
more production, and demand-side measures that shape consumption or stabilize prices to create 
more predictable conditions for producers. The impact of a specific intervention strategy can vary 
in scope (the number of firms affected by the policy) and depth (government exposure to a firms or 
projects) (see Figure 6 and Appendix A).

Figure 6: Mineral Market Invention Strategies

Source: Jain Family Institute and Payne Institute for Public Policy

Strategies that have a broader scope or higher depth do not imply more effective interventions. For 
thin markets with high security concerns, such as gallium and germanium, it may be more effective 
to target a few promising producers with firm-or project-level support than a broader, more passive 
tax-based strategy. Further, while equity stakes are a “deeper” exposure as the government is essen-
tially a strategic investor in the firm, firms may prefer a concessional loan, as debt can be harder to 
secure and can be more flexible than equity.  

To that end, state participation in production through state-owned mining companies or joint 
ventures is very high in depth and should be considered with extreme caution, as the government 
is taking a significant risk. These strategies should also be less applicable in G7 country contexts, 
where significant industry and specialized knowledge exist, and policy objectives focus more on 
national and economic security than development goals.     

For markets like gallium and germanium, the most effective interventions are those that stabilize 
prices, guarantee demand, and offset investment risk on a small scale. Thin byproducts markets 
will benefit from market intervention strategies that (i) offset the costs of capital expenditures nec-
essary to recover and refine the commodity and (ii) provide demand-side certainty such that their 
investment and production do not crash market prices. For example, concessional loans and capex 
grants are effective in addressing constraints in capital investments. Meanwhile, direct government 
offtake, or more indirect support that stabilizes price for producers, such as a floor price or con-
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tract-for-difference (CfD), is effective in providing security of demand. Further, for commodities 
with defense applications, pairing offtake programs with a strategic stockpiling program may be 
advantageous.  

Importantly, passive strategies like tax incentives are not a good fit for gallium and germanium 
supply concerns because they rely on market responses that are unlikely to materialize in thin, 
price-insensitive markets where investment decisions hinge on guaranteed demand or direct cost 
offsets rather than incremental tax relief. However, if policymakers are still interested in pursuing 
tax relief strategies or including them in a more comprehensive approach, it is most advantageous 
to consider incentives that address the high cost of capital or the higher costs of domestic procure-
ment – such as investment tax credits for refinery upgrades or content-based credits that reward 
the use of domestically sourced gallium and germanium in downstream manufacturing (see Ap-
pendix B). 

Ultimately, addressing supply risks for gallium and germanium requires precision rather than scale. 
Because these are thin, byproduct-driven markets, broad incentives are unlikely to shift production 
or investment behavior on their own. When firm- or project-level support is required, govern-
ments should choose instruments carefully and ensure that intervention design draws on strong 
technical, financial, and market expertise. Targeted measures grounded in a sound understanding 
of refining processes, byproduct economics, and demand chains are far more likely to strengthen 
supply resilience without introducing new distortions.
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Appendix A: Mineral Market Interventions Strategies and Their Fit for Gallium and Germanium 
Markets (Darker Green = Higher Fit)

Source: Jain Family Institute and Payne Institute for Public Policy
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Appendix B: Tax Incentives and Their Fit for Gallium and Germanium Markets (Darker Green = 
Higher Fit)

Source: Jain Family Institute and Payne Institute for Public Policy

Appendix C: Facility-Level Data on Gallium and Germanium Production and Potential Capacity
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Source: Authors’ research and analysis
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By Cartus Bo-Xiang Youi and Tsaiying Luii  

KEY TAKEAWAYS:

•	 Outdated grid infrastructure, instead of power generation, is the binding constraint for AI 
development. Aging assets, overloaded interconnection queues, and transmission bottlenecks 
mean AI build‑out now hinges on deep grid modernization rather than incremental capacity 
additions.

•	 The “100% renewable” claims from major AI datacenter operators often rely on specialized 
contracts that are non‑additional, crowd out local buyers, and frequently fail to deliver mean-
ingful system‑level decarbonization. 

•	 Large economies such as the US and China primarily lean on transmission expansion and 
workload relocation, whereas smaller, land‑constrained hubs like Ireland, Singapore, and Tai-
wan quickly hit physical and political limits, resorting to regulatory responses. 

•	 AI datacenters can function as valuable flexibility resources—through workload shifting, stor-
age, participation in virtual power plants, and structured on‑site power rules—only if policy 
and market design prioritize inclusivity, local benefit, and grid‑integrated decarbonization 
over sheer hyperscale capacity. 

ENERGY: THE CHOKEPOINT OF THE AI BOOM 

Since the debut of ChatGPT in late 2022, the rapid expansion of artificial intelligence (AI) has 
drawn a surge of public attention not only to its capabilities but also to its immense energy appe-
tite. Generative AI has quickly integrated into everyday digital life; for example, conventional 
search engines are increasingly embedded with or replaced by AI-driven interfaces.1 This trans-
formation, despite saving time for internet users through synthesized responses, conceals the vast 

i	 Cartus Bo-Xiang You is the Deputy Director and Non-Resident Fellow on the Energy Security and Climate 
Resilience Program at the Research Institute for Democracy, Society, and Emerging Technology (DSET).
ii	 Dr. Tsaiying Lu is a Research Fellow and Director of the Energy Security and Climate Resilience Program at 
DSET. 
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and growing energy costs embedded in each apparently seamless interaction. The electricity re-
quired to generate a single AI response far exceeds that of traditional web queries, turning seem-
ingly minor daily habits into catalysts of a growing global energy challenge.

Recent research underscores the magnitude of this shift. A single query to a model such as GPT-
5 reportedly consumes on average 18 watt-hours and as much as 40 watt-hours at peak use—
equivalent to roughly 60,000 to over 100,000 times the energy of a standard Google search.2 Such 
figures illustrate how the computational intensity of large-scale AI models is redefining the rela-
tionship between information systems and energy systems. What was once a negligible per-que-
ry consumption has now become a measurable force in national and global electricity demand, 
creating a new layer of strain and urgency for the energy transition and infrastructure planning. 

This heightened energy burden converges most visibly on AI data centers (AIDCs), the physical 
backbone of the digital world. Historically built to serve cloud computing, streaming platforms, 
and enterprise colocation, data centers are now being reconfigured to accommodate the exponen-
tial complexity of AI workloads. According to the International Energy Agency (IEA), global data 
centers consumed approximately 415 terawatt-hours of electricity in 2024, equivalent to about 
1.5% of the world’s total electricity supply.

Yet, this baseline represents only the beginning of a steep climb. As accelerated computing be-
comes central to AI inference and training, electricity consumption in data centers is projected to 
more than double to roughly 945 terawatt-hours by 2030 under the agency’s Base Case scenario.3 
These trends reveal AI’s astonishing energy pressure on grid systems across the globe. 

Despite the tremendous electricity demands of AIDCs, governments and industry leaders world-
wide persist in advancing new construction to remain at the forefront of the AI revolution. This 
competitive drive—often framed as an ‘AI arms race’—has deepened the urgency to deploy more 
powerful computing nodes. Yet, this approach rarely acknowledges the profound infrastructural 
reforms required to underwrite truly sustainable and reliable AI growth. Transitional strategies to 
address this challenge largely focus on incremental increases in grid supply or localized mitigation 
measures, in effect postponing the deeper transformation of electricity markets, grid planning, 
and regulatory frameworks needed for systemic adaptation. 

This article interrogates the complex interface between AI data center expansion and electricity 
systems at both technical and policy levels. First, we illustrate the current grid stress introduced 
by AI data centers. Second, we assess the range of development strategies adopted by countries of 
varying scale. Finally, the discussion pivots to promising policy instruments—such as dynamic 
locational incentives, robust renewable procurement targets, demand response integration, and 
load flexibility mandates—that can collectively fashion a more resilient and responsive grid. These 
reforms are critical for reconciling the promise of AI with the imperatives of energy security and 
social legitimacy in the digital era.
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THE MAJOR CHALLENGES OF AIDC ENERGY DEMAND 

Unpredictable Peak Loads 

Contrary to conventional assumptions about the consistency of data center operations, AI facil-
ities leveraging large-scale graphics processing unit (GPU) clusters for both model training and 
inference exhibit pronounced workload volatility . Rather than sustaining stable, round-the-clock 
utilization, these clusters generate significant variability in electricity demand, often spiking or 
plummeting by hundreds of megawatts within mere seconds.4 The energy demands of AI training 
runs, wherein hundreds of thousands of GPUs transition in tandem between phases of intense 
calculation and periods of relative idleness, are especially volatile.  

Such rapid, large-magnitude fluctuations complicate not only energy supply planning, but also 
the thermal management systems tasked with ensuring equipment reliability. While data center 
hardware requires a steady baseline of power to avoid the risk of damage or costly outages, the 
sporadic bursts of GPU activity create cycles of demand that modern grid infrastructure struggles 
to accommodate effectively. These cycles can push existing transformers, power distribution units, 
and thermal controls to their operational limits, amplifying the potential for faults and perfor-
mance degradation.5

These power swings introduce further engineering dilemmas, particularly when peaks coincide 
with the resonance frequencies of turbine generator rotors within the grid. When AI-driven pow-
er fluctuations synchronize with mechanical rotor frequencies, systems can experience damaging 
vibrations and accelerate mechanical fatigue, causing premature failures and significant financial 
losses for grid operators.6 Aging grid systems face especially acute risks from these load shifts 
exacerbating longstanding challenges in balancing diverse energy sources and maintaining sys-
tem-level voltage and power quality. 

In effect, the unpredictable nature of AI data center peak loads poses an additional challenge to 
the resilience and safety of the existing grids, which are already under stress by existing issues 
such as managing increasingly diverse energy sources.  

Grid Infrastructure
 
The impediments to data center expansion extend well beyond demand volatility to encompass 
fundamental deficiencies in grid infrastructure itself. According to recent research from the 
Lawrence Berkeley National Laboratory, the bottleneck in the United States is less about aggregate 
generation capacity and more about the bureaucratic and technical complexities of the intercon-
nection approval process. Between 2000 and 2018, only 19% of projects that submitted intercon-
nection requests had reached commercial operations by the end of 2023, representing a mere 14% 
of the total proposed capacity.7 This protracted timeline reflects procedural inefficiencies as well as 
a mismatch between infrastructure planning cycles and rapidly accelerating digital infrastructure 
buildouts.  

Beyond procedural delays, the grid’s physical fabric itself is aging and ill-suited to contemporary 
energy landscapes. More than 40% of transmission and distribution assets in advanced economies 
are over two decades old. These systems were designed for centralized, fossil fuel-based generation 
systems rather than the distributed renewable sources and concentrated, energy-intensive loads 
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that now characterize the modern grid.8 This legacy architecture imposes technical constraints 
on voltage stability, thermal tolerance, and dynamic load balancing, rendering existing systems 
increasingly vulnerable to both climate-related shocks and the variable demand profiles intro-
duced by large GPU clusters. Continued AIDC buildout will therefore demand not only greater 
capacity but a structural reconfiguration of grid topologies to handle high-voltage transmission, 
fine-grained real-time coordination, and flexible, multidirectional power exchanges that reflect 
the increasingly interactive nature of energy systems.iii

iii

These systemic shortcomings manifest acutely in high-density data center markets. Virginia’s 
Loudoun County, home to the world’s largest data center concentration and responsible for han-
dling approximately 70% of global internet traffic, now confronts grid connection delays extend-
ing up to seven years.9 Utility provider Dominion Energy has openly acknowledged its inability to 
deliver the required power via existing overhead transmission lines, stalling billions of dollars in 
planned development and threatening the county’s fiscal foundation, which derives roughly one-
third of its tax revenue from data center operations. 

Similarly, Ireland’s state-owned electricity provider EirGrid implemented a de facto moratorium 
on new data center grid connections in the Greater Dublin Area in late 2021, citing unsustainable 
strain on regional grid capacity. This restriction, anticipated to persist until at least 2028, has left 
major facilities—including a fully constructed Digital Realty campus at Grange Castle—sitting 
inactive while awaiting grid access.10 These cases illustrate the severity of transmission bottlenecks 
and the growing divergence between digital ambitions and the energy infrastructure required to 
sustain them.

Imbalances in Renewable Energy Markets 

Data center operators have emerged as dominant actors in global renewable energy procurement, 
fundamentally reshaping clean power markets in ways that raise both structural and distribution-
al concerns. In 2024, these operators accounted for 43% of all clean power purchase agreements 
signed globally, representing an unprecedented concentration of renewable procurement in a 
single sector.11 The scale of this buying power is most visible among hyperscale cloud companies: 
AWS, Microsoft, and Google collectively control renewable procurement volumes that rival or 
even exceed those of major utilities. This consolidation enables favorable contract terms, ear-
ly access to new renewable capacity, and premium pricing power—but it also amplifies market 
inequality by channeling the benefits of decarbonization toward a few corporate buyers while 
limiting access for smaller or locally anchored actors. 

Despite the ostensible commitment of major data center operators to renewable energy, the mech-
anisms through which these commitments are realized—primarily Power Purchase Agreements 
(PPAs) and Renewable Energy Certificates (RECs)—cast doubt on their decarbonization efficacy. 
Most PPAs employed by data center operators are virtual arrangements, wherein renewable elec-
tricity generated under contract flows into the general grid rather than being physically delivered 
to the data center itself. Facilities thus continue to consume conventional grid electricity, which is 
often heavily reliant on fossil fuels, even while claiming “100 percent renewable” status through 
financial and accounting constructs.12 A recent article published by Nature has demonstrated that 

iii	 For instance, modernized grid configuration, such as bidirectional energy flow, can move electricity both 
from central generation to end users and from distributed assets back into the grid, such as buildings with rooftop 
solar or battery arrays near data centers, to inject surplus electricity back into local distribution networks, reducing 
peak stress and improving overall grid resilience.
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volume-matching PPAs of this kind “drive little to no change in system-level CO₂ emissions,” as 
they fail to address the temporal misalignment between intermittent renewable generation and 
actual consumption patterns.13 

Moreover, the aggressive procurement strategies of hyperscale operators introduce the risk 
of market crowding, wherein smaller buyers, including small and medium-sized enterprises 
(SMEs), municipalities, and universities, are effectively priced out or displaced from renewable 
energy markets. Because data center operators are typically willing to pay premium prices to se-
cure long-term PPAs and RECs in pursuit of sustainability commitments, they command devel-
oper attention and financing priority. In some cases, local SMEs may find themselves unable to 
access renewable energy even from geographically proximate sources, as developers preferential-
ly allocate output to large, anchor tenants capable of underwriting entire projects.14 This dynamic 
exacerbates inequality in the clean energy transition and could have the effect of delaying prog-
ress for embedding sustainability practices across global industry. 

A growing body of research suggests that democratizing renewable procurement by empower-
ing local community buyers could drive more equitable and durable decarbonization outcomes. 
Researchers from Ireland, for instance, argue that local consumers become active producers or 
“prosumers,” fosters long-term political legitimacy and social acceptance of clean energy transi-
tions.15 By contrast, massive energy projects driven by multinational corporations (MNCs) often 
encounter NIMBY opposition, as local communities see limited benefits while absorbing the 
social, environmental, and infrastructural footprint of large-scale development.16

Although it is encouraging to witness data center operators embracing renewable energy at an 
unprecedented scale, it remains crucial to question whether this expansion effectively fosters 
broader decarbonization. The long-term side effects—including delaying diffusion of sustainable 
practices, weaker community buy-in, and an eroded social mandate for grid modernization—
may outweigh the short-term gains. These trade-offs underscore that achieving genuine decar-
bonization will depend not only on technical progress but also on the inclusivity and fairness of 
the energy systems that power it.

WORLDWIDE ENERGY STRATEGIES FOR AI DATA CENTRES 

US and China: Powering AI at Scale, But Transmission at Risks 

Large economies such as China and the United States have pursued divergent pathways in ad-
dressing the spatial misalignment between data center demand and available power supply, each 
confronting distinctive infrastructural and political constraints. For these countries, the central 
question has been whether to relocate computational workloads to regions endowed with greater 
generation capacity or instead to rely on long-distance transmission to deliver electricity from 
remote sources to established data center clusters. These approaches involve a wide range of 
infrastructural investments and institutional calibration, ranging from fiber optic deployment, 
transmission grid expansion, and improving market coordination mechanisms. The breadth and 
scope of these measures reveal the profound systemic challenges that AI data centers impose on 
national energy systems, even in large and dynamic economies.  

China’s dual strategies of “West-to-East Power Transfer (西电东送,WTEPT)” and “Eastern Data, 
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Western Computing (东数西算, EDWC)” seek to leverage both engineering transmissions for 
electricity and relocating computational workloads. The WTEPT relies on decades of government 
investment in ultra-high-voltage direct current transmission lines designed to carry electricity 
across thousands of kilometers from renewable-rich northwestern provinces (Gansu, Qinghai, 
Ningxia, Inner Mongolia) to densely populated eastern cities with major industrial clusters. 

Yet, despite these engineering achievements, the strategy encounters persistent bottlenecks: 
renewable generation concentrated in the northwest frequently exceeds local grid absorption ca-
pacity. Recent data shows curtailment rates rebounding as solar and wind capacity in remote areas 
surge; in early 2025, solar curtailment in provinces like Qinghai exceeded 15%, while national 
limits on acceptable curtailment were relaxed from 5% to 10% to cope with integration challeng-
es.17 These bottlenecks slow grid connections for new projects and reveal the limits of relying 
primarily on bulk transmission to “push” renewables transmission without a certain level of local 
demands. 

To mitigate long-distance transmission constraints, the Chinese government launched the EDWC 
strategy to relocate data processing workloads themselves closer to generation sites in western 
China. Although this initiative attempts to expand locally consumed renewable energy by bring-
ing in data center industries, it exposes a raft of new operational barriers. Many western data 
centers were established in regions without adequate fiber-optic backbones, resulting in high 
capital expenditures to extend digital connectivity and a persistent risk of network congestion 
when transmitting large AI datasets over long distances. Furthermore, the highly specialized labor 
required to operate and maintain these facilities is often scarce in remote western provinces and 
the local customer base remains limited, deterring long-term commercial investment and under-
mining the broader economic development agenda. As a result, high-value and low-latency com-
putational workload continues to be processed primarily in the east, in areas such as Shanghai and 
Shenzhen, causing waste of computational resources and inefficient development of data center 
assets.18 

By contrast, the United States confronts weak interregional connectivity and limited high-voltage 
transmission infrastructure, constraining its ability to redistribute power across vast geographic 
distances. The nation’s power grid is fragmented into three electrically isolated interconnections—
the Eastern, Western, and Texas grids—each governed by distinct regulatory regimes and planned 
in relative isolation by more than a dozen regional transmission organizations. This fragmentation 
impedes coordination and limits the capacity to move surplus renewable energy from one region 
to serve load growth in another.19 In Virginia’s data center corridor, soaring electricity demand has 
driven up wholesale power costs and provoked widespread community opposition.20 At the same 
time, residential electricity bills in neighboring Maryland rose by up to 20% as a consequence of 
grid capacity expansions necessitated by data center buildout.21 Utilities projects that serve rising 
data‑center loads will push up retail bills, while transmission and siting constraints slow alterna-
tives such as relocating capacity to other zones.22 

Recent policy shifts in the United States have strongly encouraged co-location of data centers with 
dedicated power plants. A federal executive order streamlines permitting for gas, coal, nuclear, 
and other dispatchable generation built principally to serve data centers, while multiple states 
have loosened utility rules to allow private, behind-the-meter gas plants for AI projects and other 
off-grid facilities.23 However, such configurations cannot address workload volatility in isolation 
and still require robust grid integration to balance fluctuations and ensure reliability. Moreover, 
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co-locating data centers with thermal power plants—whether fossil-fueled or nuclear—inten-
sifies water stress, as both data center cooling systems and thermoelectric generation consume 
large volumes of freshwater.24 In water-stressed regions such as Arizona and Maryland, this dual 
exploitation has led to push-back from local communities who question the sustainability and 
equity of prioritizing digital infrastructure over household and agricultural water needs.25 

Both the U.S. and China possess the scale to pursue flexible grid and compute resource alloca-
tion, but the effectiveness of these approaches ultimately turns on the modernization of their 
respective transmission networks and the careful orchestration of digital-industrial development. 
The U.S. faces far steeper challenges: transmission capacity expansion, market integration, and 
load balancing are necessary to prevent congestion, local grid saturation, and the economic 
displacement of entire regions. Despite the advantages conferred by size, neither country is im-
mune from the competing demands of infrastructure renewal and sustainable, distributed energy 
development—a central dilemma for powering the AI era at scale. 

Ireland, Singapore, and Taiwan: Hubs Facing Limits of Scale 

For smaller and geographically constrained states such as Singapore, Ireland, and Taiwan, the 
range of solutions available to manage AI data center electricity demand is far narrower. These 
regions are unable to redistribute either workloads or grid power domestically in any meaning-
ful way, nor can they scale their generation capacity quickly enough to match surging digital 
demand. Reflecting these structural limitations, all three have introduced restrictions on new 
data center grid connections in their most congested zones: Singapore rolled out a nationwide 
moratorium on data center construction between 2019 and 2022; Ireland has capped grid access 
for additional facilities in the capital region; and Taiwan has  similarly required hyperscale data 
centers exceeding 5 MWof load demand to upgrade their technologies for energy optimization.26 

In addition to expanding domestic infrastructure upgrades, these states are also pursuing deep-
er cross-border electricity interconnections as a cornerstone of future-proof digital and ener-
gy policy. Singapore, for instance, is actively exploring power importation from Malaysia and 
longer-term options to import low-carbon electricity via subsea cables from Australia.27 Its grid 
is already linked to Johor in Malaysia, and the industrial players are exploring floating or offshore 
data center concepts to support both land and energy constraints.28

Ireland, for its part, is advancing the Celtic Interconnector, a 700 MW high-voltage direct current 
submarine cable to France, which is projected to be operational by 2026–2028. The project will 
strengthen Ireland’s grid resilience, integrate more renewables, and improve its connectivity to 
the broader European power network.29 

Taiwan, similarly confronted by surging local AI and semiconductor industry demand, has 
undertaken preliminary studies on the feasibility of HVDC submarine links to the Philippines 
to enable renewable energy imports. While such cross-border transmission is technologically 
achievable, the broader geopolitical risks render it an uncertain prospect. Submarine cables in 
the waters surrounding Taiwan have faced intermittent sabotage and accidental damage, under-
scoring how escalating regional tension makes energy interconnection a risky and potentially 
unreliable pathway for securing the island’s long-term power resilience.30 

On the regulatory front, each of these smaller nations have adopted diverse approaches to man-
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aging the energy demands of data centers within constrained grids. Ireland’s energy regulator pro-
posed that new data centers provide onsite dispatchable generation or storage capacity commen-
surate with their demand as a condition for grid connection.31 While framed as a mechanism to 
relieve grid strain and accelerate renewable deployment, the policy has been heavily criticized for 
lacking explicit renewable or storage mandates, opening the door instead to fossil fuel-based back-
up generation.32 By mid-2025, Ireland moved to permit private wire connections between data 
centers and gas-fired power plants. Critics warn that without binding renewable requirements, the 
policy risks entrenching natural gas dependency and diverting both renewable energy and bioen-
ergy resources away from harder-to-abate sectors such as heating and heavy industry.33 

Singapore has instead focused on operational efficiency and climate adaptation rather than on-site 
generation mandates. It introduced the Tropical Data Centre Standards, which guide data center 
operators in safely raising operating temperatures to 26°C and above (up to 35°C for IT equip-
ment)—thereby reducing the energy burden of cooling systems in Singapore’s hot and humid 
environment. The first of their kind globally, these standards aim to achieve 2-5% cooling energy 
savings for every 1°C increase in operating temperature, as well as broader IT equipment efficien-
cy improvements of up to 30%.34 While these measures address the thermal challenges specific to 
tropical climates and support Singapore’s green data center ambitions, land scarcity and elevated 
real estate costs remain persistent obstacles to scaling capacity domestically.35 

Taiwan’s electricity system, meanwhile, is centralized under the state-owned utility Taiwan Pow-
er Company (TPC), which devises the comprehensive energy programmes from generation to 
transmission. This unified governance theoretically enables more coordinated planning and load 
management than fragmented markets elsewhere. However, in practice Taiwan faces acute strain 
from both the concurrent rise of energy intensive-industries such as AI data centers and semi-
conductor manufacturing, and the limited lands available for power generation or transmission 
infrastructure. The energy pressure may further climb as advanced node production scales up and 
GPU-intensive AI workloads proliferate.36 The convergence of these energy-intensive industries 
threatens to overburden an already constrained grid, complicating the island’s energy transition 
and heightening vulnerability to supply disruptions in a geographically isolated and resource-lim-
ited context. 

POLICY IMPLICATIONS 

AI data centers have brought about a broader inflection point for energy governance, in which 
digital and power infrastructures must be planned as an integrated system rather than as separate 
sectors. Their hardware footprints demand greater physical spacing, more intensive cooling, and 
improved grid connections, even as climate change progressively erodes generation efficiency 
and cooling performance.37 In this context, long‑term grid planning must embed future climate 
scenarios and local thermal stress into strategic decisions around siting, capacity expansion, and 
resilience.  

In the past, operators could often alleviate costs and emissions by shifting delay‑tolerant batch 
workloads to times and locations with abundant low‑carbon electricity—a practice that often 
yielded more effective decarbonization impacts than merely shifting electricity supply.38 Yet the 
rapid spread of latency‑sensitive edge computing and real‑time AI services is gradually reduc-
ing that flexibility, reinforcing the importance of adaptive pricing mechanisms and resilient grid 
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infrastructure that can transmit accurate signals for both investment and operations across space 
and time. 

In practice, the capital-intensive nature of data center operations make them relatively insensitive 
to short-term price fluctuations, meaning that protective policy solutions such as electricity tariffs 
alone are unlikely to be sufficient to incentivize substantial demand response behavior.39 This 
structural reality elevates the importance of interventions designed to enhance operational effi-
ciency. In addition to mere market driven dynamic pricing, policy frameworks that set minimum 
on‑site storage ratios, institutionalize demand response programs, and offer targeted financial 
incentives for flexibility and efficiency can shift operational behavior in ways that align private de-
cisionmaking with system level needs. This, in turn, requires electricity market rules that explicitly 
incentivize operators to design business models around temporal and spatial workload shifting 
instead of treating computing demand as exogenous and fixed. 

Furthermore, recent appeals from the data center industry for on‑site generation as a catch‑all 
solution must be tempered by a clear-eyed assessment of its limits.40 Regulations for new data 
center projects should not only permit but actively structure the role of behind‑the‑meter pow-
er, requiring that specified portions of on‑site energy sources come from renewable sources and 
correspondent storage options. Since AI workloads can fluctuate sharply, most large facilities will 
eventually need to remain tightly coupled to the broader grid to ensure reliability and to partic-
ipate in system‑wide balancing. Overreliance on thermal and nuclear-based energy sources that 
require water‑intensive cooling systems risks aggravating competition for land and water, while 
doing little to support decarbonization at the system level.41 Thoughtful regulatory guardrails can 
ensure that on‑site power complements rather than substitutes for grid modernization and inte-
grated resource planning. 

Ultimately, the geography and operation of AI data centers should also be aligned with regional 
developments and local community interests. Siting rules that prioritize colocation with domestic 
industrial clusters and research ecosystems (while favoring projects that draw power from near-
by renewable producers or low‑carbon industrial hubs) can help ensure that new infrastructure 
strengthens local value creation instead of merely exporting benefits to distant cloud clients. Care-
fully calibrated locational incentives, connection conditions, and planning standards can steer 
investment toward areas where grid capacity, renewable potential, and industrial competitiveness 
intersect. In doing so, governments can transform AI infrastructure from a source of mounting 
grid stress into a lever for accelerating the energy transition, anchoring clean generation, storage, 
and flexible demand in ways that reinforce both AI and sustainable development. 
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By Hanna Dohmeni and Sam Bresnickii 

KEY TAKEAWAYS:

•	 Complete AI sovereignty is impractical for most countries. While some governments may as-
pire to control the entire AI stack (including chips, data, and models), this chapter argues that 
a “hybrid sovereignty” model is emerging. 

•	 Compute is the layer where foreign dependencies are the most difficult to reduce. U.S. compa-
nies dominate AI chip design and cloud infrastructure, while firms in Taiwan and South Korea 
lead chip fabrication. Even well-funded national data center buildouts still rely on access to 
foreign-designed and -fabricated hardware, and this dynamic is unlikely to change in the near 
term. 

•	 Countries have more flexibility and autonomy regarding data. Governments are already 
asserting control at the data layer through residency requirements, domestic cloud environ-
ments, and national datasets, driven by concerns around security, privacy, and cultural and 
linguistic representation in AI systems. 

•	 At the model layer, open-weight models, which can be fine-tuned for domestic needs, are 
lowering the barrier to entry for countries with resource constraints. While some countries are 
developing their own models, most will continue to rely on those developed by a handful of 
companies in the United States, China, and Europe. 

INTRODUCTION 

Many countries view artificial intelligence (AI) as critical to economic competitiveness and 
national security. As a result, sovereign AI—the idea that national governments should develop, 
control, and govern AI in order to boost economic growth, guarantee security, and ensure strate-
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gic autonomy—has become a key strategic consideration in the global AI buildout. Amid the push 
for sovereign AI, countries are racing to set up their own domestic compute infrastructure, curate 
local datasets, and train or fine-tune their own advanced large language models (LLMs).

Despite the popularity of the term “sovereign AI,” it remains ill-defined, and each country’s efforts 
in this area embrace varying levels of sovereignty. For some governments, sovereignty means con-
trolling the full hardware-software stack. For others, it is the ability to develop AI models trained 
on domestic datasets to reduce dependence on foreign companies.  

This paper interrogates the concept of “sovereign AI” through the lens of the technology stack: 
(1) compute infrastructure, (2) data, and (3) models. By analyzing the geopolitical dynamics at 
each layer, we argue that full sovereignty is economically and technologically infeasible for most 
nations, while a “hybrid sovereignty” model is emerging globally. Therefore, interdependence will 
continue to be the norm rather than the exception. For countries seeking to secure reliable AI 
access, this poses a potential challenge in an increasingly unstable international environment, as 
dependence on foreign companies means that access can be conditioned, restricted, or revoked in 
response to geopolitical shifts. 

COMPUTE INFRASTRUCTURE 

At the base of the AI stack lies compute infrastructure, advanced semiconductors like GPUs and 
AI accelerators, as well as the servers and data centers that house them. This is the most capi-
tal-intensive layer of the AI stack and remains the one where “sovereignty” efforts face the greatest 
challenges. Even if governments localize their compute infrastructure, as many are now doing, 
they will remain for the foreseeable future reliant on U.S. chip design companies for access to the 
semiconductors that power most AI models and applications. 

The leading AI chips used to train and deploy frontier generative AI models are overwhelmingly 
designed by U.S. companies, most notably NVIDIA. NVIDIA’s market share is estimated to be 
roughly between 70 to 95 percent of the global market for AI chips.1 AMD, NVIDIA’s main com-
petitor, is also rapidly increasing production of its most advanced AI semiconductors and has 
recently announced partnerships with LLM developers like OpenAI and Meta.2 The company 
nonetheless has a significantly lower global market share than NVIDIA.3

While U.S. firms lead the AI semiconductor market, Chinese AI chip design firms are making 
inroads, as Huawei HiSilicon, Baidu, and Biren have released high-performance AI chips in recent 
years.4 Chinese companies have progressed, but their best products remain well behind the most 
sophisticated offerings of their U.S. counterparts. For example, the leading Chinese chips only 
reach a theoretical performance equal to roughly 40 percent of NVIDIA’s B200—one of the com-
pany’s most performant chips.iii

iii While U.S. export controls have hindered China’s ability to ac-
quire the most advanced chips, the policy has likely also further accelerated domestic chip design 
progress and pushed the Chinese government to further support its domestic chip industry. 

Reinforcing the United States’ dominance in AI chips are U.S. and allied export controls and Chi-
na’s lagging indigenous fabrication capabilities. While U.S. chip designers can partner with Taiwan 

iii	 According to the authors’ calculations, Biren’s Bili 100 series chips have a total processing performance 
(TPP) of 15,400-16,400, which is 39-41 percent of NVIDIA’s B200 TPP.
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Semiconductor Manufacturing Company (TSMC) to fabricate chips using the most advanced 
process nodes, export controls have forced Chinese companies to rely on domestic producers, 
which lag their international competitors. Semiconductor Manufacturing International Corpo-
ration (SMIC) and other Chinese fabrication companies have reached 7 nanometer (nm) process 
nodes and limited production on 5nm process nodes (the cutting-edge has reached 2nm), but 
yields remain low and costs high, thus keeping Chinese firms far behind leading fabs.5 That said, 
Beijing is pushing to reduce China’s dependence on foreign chipmaking equipment. In late 2025, 
the Chinese government mandated that domestic chipmakers source at least 50 percent of their 
equipment from Chinese suppliers, which is intended to accelerate the country’s fabrication capa-
bilities.6 For now, however, Chinese toolmakers and fabs face significant constraints. 

Not only are the vast majority of U.S.-designed AI chips fabricated by companies based in U.S.-
aligned countries, but they are also largely deployed in data centers primarily run by U.S.-head-
quartered cloud service providers (CSPs), such as Microsoft Azure, Amazon Web Services, and 
Google Cloud Platform. According to some estimates, these three CSPs collectively account for 
over 60 percent of global hyperscaler data centers, which are optimized for AI.7 European CSPs’ 
market share in Europe dropped from almost 30 percent in 2017 to just 15 percent in 2022, but 
their share has remained steady since then.8

U.S. chip and cloud dominance has direct geopolitical implications for countries focused on AI 
sovereignty. Those that want to build out their national AI capacity, from France and Germany to 
the United Arab Emirates (UAE), India, and Japan, are now trying to stand up their own sover-
eign compute clusters. These efforts, however, paradoxically depend on foreign technology. Due to 
the market conditions described above, to build “sovereign” cloud computing infrastructure, these 
countries need cutting-edge U.S.-designed chips. This creates a significant challenge, as AI sover-
eignty requires countries to increase their reliance on the U.S. hardware supply chain. So long as 
Chinese chip production capabilities lag those of the United States and its allies, this dynamic will 
continue. 

The case of the UAE starkly illustrates this challenge. In May 2025, G42, an Abu Dhabi-based 
company with close ties to the Emirati government, announced a collaboration with U.S. and 
Japanese companies Oracle, OpenAI, NVIDIA, Cisco, and SoftBank Group to develop Stargate 
UAE, a planned 1-gigawatt compute cluster built by G42 and operated by OpenAI and Oracle.9 
To that end, the UAE received approval from the U.S. Department of Commerce in November 
2025 for the sale of up to 35,000 NVIDIA GB300 servers or their equivalents to G42.10 While this 
partnership between the Emirati company and U.S. tech giants provides the UAE with the ability 
to expand its local data center capacity, the country’s ambitions remain tied to U.S. government 
approval of chip sales, leaving its national strategy exposed to the geopolitical whims of the United 
States. 

A similar dynamic prevails in Europe, where countries such as France and Germany are pursuing 
“digital sovereignty” in part to reduce dependence on U.S. and Chinese technologies.11 In Novem-
ber 2025, the French and German governments announced a strategic public-private partnership 
between French company Mistral AI and German cloud computing company SAP.12 France’s Min-
ister of the Economy, Finance, Industrial, Energy, and Digital Sovereignty and Germany’s Federal 
Minister for Digital Transformation and Government Modernisation explicitly labeled this part-
nership a step toward greater digital sovereignty in the European Union (EU).13 Moreover, a study 
by the Economic Governance and EMU Scrutiny Unit (EGOV) of the European Parliament, pub-
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lished in December 2025, identified the need for Europe to achieve AI and cloud sovereignty as a 
key step to enhance Europe’s autonomy and competitiveness.14 Similar to the UAE, however, the 
EU’s sovereign AI ambitions will also remain reliant on U.S. companies for the foreseeable future. 

In addition, compute buildouts also carry significant energy requirements, raising questions about 
grid capacity, power generation, and broader electricity costs for those states with sovereign AI 
ambitions. A full discussion of AI’s energy demands is beyond the scope of this chapter, but power 
availability is a significant constraint for some countries. 

For most nations, AI sovereignty in compute infrastructure is not about complete self-sufficiency, 
but about localization and access. By hosting data centers and compute buildouts domestically, 
these countries aim to ensure that, while they may be dependent on foreign-designed and -fabri-
cated chips, they maintain physical control over their compute infrastructure. Given the difficul-
ties of designing and producing cutting-edge AI chips, the vast majority of countries will likely 
focus on compute localization rather than establishing sovereign AI semiconductor supply chains 
and fabs. 

DATA 

Frontier generative models require vast quantities of data, including text, images, audio, and vid-
eo. For governments seeking to develop sovereign AI, the ownership and governance of the data 
layer is central to their efforts. We highlight two key sovereignty concerns related to data: (1) na-
tional security and data privacy and (2) cultural and linguistic representation. While it is unlikely 
that most countries will establish complete compute sovereignty, it is more feasible for them to 
develop and control their own proprietary data resources. 

The most immediate concern for many countries is data residency—the requirement that data 
be stored and processed within a country’s physical borders.iv

iv Data related to national securi-
ty, healthcare, finance, or other proprietary information is often considered too sensitive to be 
housed in data centers located abroad or operated by foreign companies or governments.15  Coun-
tries see storing such data in sovereign cloud infrastructure as an opportunity to ensure that it re-
mains within domestic legal boundaries. India, for instance, describes “maintain[ing] control over 
its data” as one of the key aspects of sovereign AI.16 Data sovereignty—full jurisdictional control 
over data, including access, use, and transfer—is also a key area of focus for many countries. For 
example, France is working with local technology companies such as Capgemini and Orange to 
create a trusted cloud environment called Bleu.17 This arrangement relies on French data centers 
that meet domestic data transfer requirements and are protected from extraterritorial data regula-
tion and legislation.18

Countries are also increasingly concerned about protecting their cultures, languages, and histo-
ries through sovereign AI. These nations often develop their own LLMs, or fine-tune open-weight 
models, using datasets based on their national language or with nation-specific data. 
For example, Core42, in collaboration with the UAE’s Mohamed bin Zayed University of Artifi-

iv	 Data residency and data sovereignty are related but distinct concepts. Data residency refers to requirements 
that data be stored in a particular geographic location. Data sovereignty implies full jurisdictional control over data, 
including governance of access, use, and transfer. See M. Kosinski, “Data Sovereignty vs. Data Residency: What’s the 
Difference?” IBM Think, accessed February 25, 2026, https://www.ibm.com/think/topics/data-sovereignty-vs-da-
ta-residency.
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cial Intelligence (MBZUAI), has developed an open-weight, Arabic-language LLM called Jais.19  
In part, Jais’s developers aim to augment the language’s presence in the global AI ecosystem and 
provide a more linguistically and culturally representative model for Arabic speakers.20 While the 
major U.S.-developed LLMs, such as ChatGPT, Gemini, and Claude, have non-English language 
capabilities, they are primarily trained on English-language data.21 Jais, however, was developed 
using both English and Arabic datasets with the hope of providing superior Arabic-language 
capabilities.22

Similarly, Southeast Asian Languages in One Network (SEA-LION), which is part of Singapore’s 
National Multi-Modal Large Language Model project, is a family of open-source models trained 
on eleven Southeast Asian languages, including Thai, Vietnamese, and Indonesian. The driving 
force behind SEA-LION is a desire for models that better understand Southeast Asia’s diverse con-
texts, languages, and cultures.23 Developers of SEA-LION cite concerns about the disproportionate 
influence from Western, industrialized, and rich, educated, and democratic (WIRED) societies in 
existing models and the risk that such an imbalance in training data may result in biases in model 
outputs.24 The initiative, according to its developers, “lowers the bar for governments, industries, 
and academics” to adopt LLMs that “fit local languages and reflect local cultural norms.”25 

While the focus of cultural and linguistic representation has been a key aim for countries like Sin-
gapore, the UAE, and others, this goal may become less of a focus in years to come as leading LLM 
developers improve their models in two ways. First, developers are expanding models’ vocabulary 
size (the internal dictionary of word fragments the model recognizes) which allows it to process 
foreign languages more accurately.26 Second, developers are also increasingly training their models 
on larger volumes of non-English-language datasets.27

As countries adopt LLMs for national security applications, the importance of data sovereignty 
will likely increase. Every country has distinct military missions and needs, and many will be mo-
tivated to utilize local, proprietary datasets to train or fine-tune models for use in national security 
contexts. While the quality and availability of domestically controlled data will vary widely across 
countries, growing concerns about unclear dataset provenance are pushing many governments to 
prioritize trusted, controlled data pipelines that rely more on locally held or tightly vetted datasets 
for defense and military applications.  

Ultimately, the aim for data sovereignty is motivated by a desire to maintain regulatory and cul-
tural agency, as well as security. As models like Jais and SEA-LION demonstrate, many countries 
share the goal of preventing cultural misalignment through the embedding of foreign values in 
the LLMs their people and companies use. Moreover, nations will continue to see data localization 
as a critical requirement to protect sensitive data—whether that of citizens or governments—and 
to ensure the security of LLMs used for national security applications. It is at the data layer that 
countries have the greatest ability to guarantee their own sovereignty. 

AI MODELS 

The model layer is another key geopolitical battlefield. This layer can be broken into two catego-
ries: proprietary and open-source or open-weight LLMs.v National approaches to sovereign AI 
v	 There are important distinctions between open-source and open-weight models. The former provide trans-
parency about their training data, code, and methodology, allowing for auditing and reproducibility. Open-weight 
models, on the other hand, only share the final parameters, or weights, rather than the data and training process. This 
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at the model level focus primarily on either indigenous development of models or fine-tuning of 
foreign-trained models. While countries can develop their own AI models, the swift pace of fron-
tier model progress makes keeping up with the state-of-the-art (SOTA) potentially prohibitively 
challenging.  

The majority of the SOTA models are trained by U.S. developers such as OpenAI, Anthropic, and 
Google. Most of these companies’ models are proprietary, meaning that users have little insight 
into or control over their training data or parameters. This lack of transparency and customizabili-
ty complicates other nations’ ability to ensure that these models align with their national interests, 
be they related to economics, security, or culture. As such, some countries have sought to develop 
their own models. 

The UAE’s aforementioned Jais LLM is a prime example of a country taking an indigenous devel-
opment approach to sovereign AI models. Beyond Jais, the UAE’s Technology Innovation Insti-
tute’s (TII) open-weight Falcon models are also products of this approach, through which devel-
opers create a custom model architecture and use specific datasets to train the model.28 Creating 
models from scratch, as the UAE has done, is often preferable for governments, as they have better 
insight into the whole LLM training process. 

Similarly, the developers of Japan’s Fugaku-LLM trained this open-weight model from scratch to 
better integrate the Japanese language; 60 percent of the training data used was in Japanese, which 
developers argue allows the model to learn nuances of the Japanese language and cultural norms.29

 
But training a model from scratch is also costly. Doing so is compute, energy, and talent intensive, 
and many countries lack the resources or expertise to compete with leading AI companies at the 
frontier of model development. This has led many countries to turn to an emerging class of open-
weight models, lowering barriers to entry and allowing governments, firms, and researchers to 
adapt advanced capabilities to local needs without bearing the full costs of frontier training. Using 
this method, countries can integrate local data in the model after its initial training, allowing them 
to leverage the AI development of leading labs while tailoring surface-level behaviors, such as 
language, tone, and domain-specific outputs to local needs. 

For example, Taiwan’s Trustworthy AI Dialogue Engine (TAIDE) is built on Meta’s Llama models 
and Google’s Gemma models, which are both open-weight. Part of TAIDE’s impetus is countering 
anti-Taiwan biases in Chinese- LLMs, as well as broader security concerns.30 By fine-tuning Llama 
3.1 with traditional Chinese characters and Taiwanese news, law, and literature, TAIDE is intend-
ed to better reflect the island’s politics and culture while reducing security risks.31

With the emergence of leading open-weight LLMs developed by Chinese AI companies such as 
DeepSeek, Alibaba, and MoonshotAI, many developing countries are increasingly using such 
models as the base for their sovereign AI efforts at the model layer. Open-weight models are at-
tractive as they lower the barrier for lower-resourced countries to adopt and design AI products.32 
For example, EqualyzAI, a Nigeria-based AI company, began adopting Chinese open-weight 
models because they “offer flexibility, lower cost, and the potential for local data sovereignty.”33 
Meanwhile, U.S.-designed proprietary models are less attractive due to their comparatively high 
costs, licensing restrictions, and lack of customization to local languages, according to the founder 
of EqualyzAI.34 Interestingly, some U.S. companies are using Chinese open-weight models for 

allows modification of the models, however. Most Chinese models are open-weight rather than open-source.
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business use cases. Airbnb, for example, is using Alibaba’s Qwen because it is “fast and cheap,” 
according to the CEO.35

It is worth noting that open-weight models vary in their licensing terms and may carry impli-
cations for sovereign AI efforts. Meta’s Llama models are released under the Llama Community 
License Agreement,vi

vi which imposes restrictions on entities with more than 700 million month-
ly active users and also prohibits use in military, warfare, and espionage use cases.36 DeepSeek’s 
model licensing terms also include use-based restrictions on harmful activities, while the code is 
released under the permissive MIT license.37

Moreover, open-source models often suffer from weaker, inconsistent, or easily removable safety 
guardrails.38 This shifts the responsibility for hardening, monitoring, and safely adopting open-
weight models onto deploying organizations, and the performance and robustness of these LLMs 
can vary substantially. 

Ultimately, the model layer has become a critical aspect of countries’ AI sovereignty efforts. 
Whether through costly indigenous development or fine-tuning of open-weight models, many 
countries are prioritizing the buildout of domestically aligned models over the use of for-
eign-trained models. The growing reliance on open-weight models—especially for developing 
countries—underscores the opportunity for leading AI developers to drive their model adoption. 
The proliferation of these models, primarily developed by Chinese companies, are providing a fea-
sible path for those with fewer resources to achieve some level of AI sovereignty. For most nations, 
as with compute and data, the most realistic goal will likely be finding a balance that mitigates 
dependence on any single foreign country. 

CONCLUSION 

Sovereign AI is often framed as an all-or-nothing proposition, where the goal is full national 
control over chips, data, and models. In practice, that standard is unattainable for most countries. 
Compute remains the principal constraint, with advanced chips concentrated in a handful of 
supply chains and likely to remain so for the foreseeable future. Model development from scratch 
is similarly out of reach for most nations given the cost, talent requirements, and pace of frontier 
research. Data, by contrast, is where sovereignty is most achievable, and where governments are 
already exerting control. 

Taken together, these trends suggest that the future of sovereign AI will necessarily be hybrid. 
Most countries will rely on foreign compute, even if they build infrastructure locally, adapt rather 
than invent foundation models, and differentiate through localized data, governance, and deploy-
ment choices. For many countries, the path to advanced AI capabilities runs through fine-tuning 
and adapting open-weight models rather than building national champions from scratch. Sov-
ereignty, in this sense, is becoming less about independence and more about resilience; coun-
tries will seek to reduce their single-country dependencies and preserve room to make political 
and strategic choices. This will be easier said than done, as U.S. dominance at the chip layer will 
remain an important geopolitical consideration for all countries seeking to develop sovereign AI 
iv	 Meta has announced that the company will allow use of Llama for U.S. national security purposes by the 
U.S. government and the companies supporting their work. See M. S. Smith, “Meta Opens Its AI Models for the (U.S.) 
Military: But will the second Trump administration see AI as a friend or foe?” IEEE Spectrum, November 17, 2024, 
https://spectrum.ieee.org/ai-used-by-military.
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programs.  

This framing also clarifies the stakes for Western governments and companies. Expanding the 
availability and viability of open models is more than a strictly commercial or technical choice. As 
of now, despite that they lag SOTA proprietary models in terms of capability, Chinese open-weight 
models have become popular across a wide range of countries due to their affordability and “good 
enough” performance. Should Western AI companies become more competitive in the open-
weight model space, it would provide smaller countries with additional alternatives to Chinese 
models. At the same time, the business models underpinning open-weight AI remain unclear, 
raising questions about which companies and countries will be able to sustain these systems over 
time. 

Ultimately, the central question for sovereign AI is not whether countries can control every layer 
of the stack, but where choices exist. Today, there are few at the chip layer, many at the data layer, 
and a limited but growing set at the model layer. How governments navigate those tradeoffs will 
define what sovereignty in AI will mean going forward. 
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By Jeffery Paynei 

KEY TAKEAWAYS:

•	 Public-private partnerships facilitate fluency among respective stakeholders in technological 
innovation.

•	 Cutting-edge technological firms increasingly rely upon the infrastructural and economic 
institutions that states control.  

•	 The progression of public-private partnerships is often driven by national security consider-
ations with militaries serving as a key facilitator. 

•	 Technological innovation is informing geopolitical tensions and competition between states 
over technology will increasingly push firms towards alignment with state mindsets or else 
risk losing a stake in shaping technology policy. 

INTRODUCTION 

The era of “move fast and break things,” driven by free-wheeling Silicon Valley entrepreneurs 
and innovators, may be reaching its end. For much of the past two decades, commercially driven 
technology firms set the pace of innovation. Governments found themselves playing a secondary 
role. Yet, that structure no longer fits the technologies now shaping national security. Advanced 
semiconductors, artificial intelligence, autonomous systems, and the infrastructure that sustains 
them are increasingly central to geopolitical competition. Under these conditions, public-private 
partnerships are structural requirements for integrating private innovation with national interests 
through burden sharing and increased fluency regarding the processes between public and private 
institutions.

The success of private technology firms has led to an environment where future market growth 
depends on assets only governments can provide or coordinate effectively. State intervention is 
necessary to provide secure semiconductor supply chains, reliable energy infrastructure, credible 
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export control regimes, and trusted international partnerships needed to sustain technological 
advantages. At the same time, governments increasingly rely on private firms for technical exper-
tise, production capacity, and the speed necessary to integrate emerging technologies into military 
and security institutions. Neither side can achieve its objectives in isolation.  Both sides also need 
to interface with greater precision and speed. 

The challenge ahead is that existing mechanisms for collaboration were designed for an earlier era. 
Government acquisition and research processes remain slow and risk-averse, while many tech-
nology firms are structured to operate at commercial speed and global scale. These mismatches 
impose growing costs as emerging technologies developed by the private sector become increas-
ingly central to military power and economic competitiveness. Delays in adaptation now will have 
strategic consequences in the decades to come as technology has become a focus of geopolitical 
tension. 

GOVERNMENT STAKES IN TECHNOLOGY 

Governments, without exception, understand the importance of emerging technologies for ensur-
ing national security. Unmanned systems have already altered military tactics and by extension, 
strategy.1 Artificial intelligence, specifically generative tools, informs everything from law enforce-
ment to intelligence analysis.2 To lack access to the benefits provided by emerging technology is to 
be at a disadvantage. Yet, unlike past periods of innovation, states, with a few exceptions, are not 
driving today’s technological advances. It is the private firms of Silicon Valley, Shenzhen, Tokyo, 
and other urban concentration points that generate progress. To adopt these critical technolo-
gies into national security institutions requires partnership with private firms and the associated 
research and development pipelines.3

How public-private partnerships will evolve remains unclear. These partnerships, particularly 
within and among liberal democracies, are not easily accomplished nor sustained. Contemporary 
governments adopt national security tools through complex and laborious processes for private 
sector firms already within government systems. For new actors seeking to work with government 
institutions, the hurdles can often seem impossible.  Hesitancy, even outright apprehension, exists 
for the adoption of technologies even when declared as government policies.  This reflects larger 
apprehensions regarding emerging technologies.  In the case of artificial intelligence, research 
shows that despite the explosion of use of artificial intelligence models, “…trust remains pre-
carious – only 62% of business leaders and 52% of employees believe AI is deployed responsibly 
within their organizations.”4

Many leading technology firms producing applications now deemed essential for national security 
are not in alignment with the regulatory regimes that define government acquisition. In fact, such 
firms often consider government processes as anathema to their model. For these partnerships to 
work, firms must adapt to varied stakeholders that constitute national security governance while 
governments must reform research and development, along with acquisition processes, to gain 
flexibility and efficiency. Yet, looming over these complications is that leaders and employees of 
institutions do not enjoy adequate time to acclimate to technologies that in turn facilitate a lack of 
trust or even a backlash against their use.5 Failure to facilitate adoption and acclimation creates an 
environment where the innovator and the adopter do not create a partnership.  Both sides of the 
partnership must adapt policy and timelines or risk creating delays that create a backlash against 
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technology, increased costs upon private sector providers, and bottlenecks in adoption. Trust in 
partnerships is built by stakeholders through gaining fluency in the operations beyond their own 
institutions. 

Emerging technologies also rely upon a diverse web of intricate infrastructural needs.  The com-
plexity is beyond any actor’s capabilities if the aim is to keep pushing forward into the frontier of 
innovation. Semiconductors that facilitate advanced computation are manufactured as the result 
of a global supply chain with immense vulnerabilities.6 The data centers that will drive future ar-
tificial intelligence progress place heavy loads upon power grids.7 Put another way, the industrial 
scale and infrastructural depth that helped determine 20th century economic influence will con-
tinue to shape the success of the firms producing emerging technologies. The global supply chain 
that must navigate a multinational set of laws and regulations will continue to shape the rules of 
the technology game. 

Given the potential impact of these technologies, geopolitical processes and tensions will loom 
over innovation.8 Geopolitics, industrial bases, energy accessibility are each firmly within the 
domain of states. The accomplishments of private sector innovation are immense, and national se-
curity institutions’ appetite for technological adoption is clear. What is an underexamined variable 
is to the degree that states will facilitate the expanded infrastructure that private sector innovators 
will require. This provision will steer future developments in military and security operations that 
few outside of state agencies sufficiently recognize.

FROM NOVEL TO ESSENTIAL 

The list of critical and emerging technologies (CET) represents a ranking of risks and opportuni-
ties for national security institutions. This list in and of itself reflects the complex adaptations that 
governments must navigate to partner with the private sector. As Kallenborn and Willis (2025) 
explored in exploring why there is no accepted agreement on what constitutes global critical infra-
structure, there is similarly no globally accepted definition of what is meant by CET.9

These technologies, such as artificial intelligence, advanced computation, and autonomous and 
uncrewed systems (UxS), already are shaping security assessments that in turn determine oper-
ational direction for militaries and law enforcement.10 Take unmanned aerial vehicles (UAVs) as 
an example. The importance of UAVs for a variety of operations became apparent following the 
2023 Nagorno-Karabakh conflict and was made even more abundantly clear with how the Rus-
so-Ukrainian war became an unfortunate demonstration of the lethality of drones.11 The current 
civil war within Sudan has also become a magnet for drone usage in conflict. Feldstein, in a recent 
Foreign Policy piece commenting on recent conflicts, explains:

“…data paints a grim picture. Just five years ago, in 2020, analysts recorded 6000 drone incidents 
worldwide resulting in about 11,300 fatalities. Four years later, the numbers had shot up dramati-
cally. 2024 witnessed a fourfold increase, with nearly 51,000 recorded drone events leading to over 
39,000 deaths.”12

UAVs emerged as a security tool through the traditional research and development pipeline of 
the United States government, but as the commercial uses of UAVs became apparent, the private 
sector engaged in drone development and applied them across several commercial sectors, such as 
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oil and gas support or remote communications.13 Tailor-made technological tools for governments 
function under specific operational parameters. They, almost without exception, are slower to 
build and harder to maintain. 

In the case of unmanned systems, commercial-off-the-shelf (COTS) options arose to serve a 
variety of functions. COTS variants are not routinely designed to deliver niche military capabil-
ities, but they have proven able to deliver a wide range of military capabilities at a lower cost, or 
as Chavez and Swed state, “…they are easier to adapt with off-the-shelf or jury-rigged, after-mar-
ket capabilities.”14 In short, commercial unmanned systems are “good enough.”  The commercial 
mentality is gaining adherents within the United States government and several of its Indo-Pacific 
allies, as traditional acquisition processes cannot match the scale that future projections of conflict 
predict will be necessary.15

Niche capabilities that amplified specialization within militaries and law enforcement organiza-
tions following the Cold War are being undermined by lower-cost technologies, such as commer-
cial drones, designed specifically to be attritional. A complex and costly unmanned unit’s value for 
operations can be overwhelmed by COTS variants that are easy to acquire and distribute, while 
not creating the same vulnerabilities when lost in an operation.16 The depth of an army’s resourc-
es, armaments, and reach may not guarantee victory, but it certainly increases the probability of 
success on the battlefield in the age of algorithms.17

The national security implications of CET go far beyond unmanned systems, but the technical 
processes associated with CET share common evolutions. Plucky startups, such as Capella in 
the commercial space sector, were able to develop novel systems that proved to have commercial 
value.18 In turn, firms that found footing in the commercial sector scaled up and further devel-
oped the capabilities of the technology. Eventually, states recognized the utility of these technol-
ogies and thereafter sought to acquire, gain familiarity, and integrate them into their operations. 
At present, national security strategies, concepts, and methodologies position CET as no longer 
novel, but essential.19

SCALING UP COMMERCE AND GOVERNMENT CATCH-UP 

CET achievement and adoption is a policy aim of governance that includes a horde of commodi-
ties that make up the composite of technologies.  To be successful, as Buchanan and Collins pos-
ited in a recent Foreign Affairs piece, requires “…a grand bargain between the tech industry and 
the government.”20 All the technological sectors that have garnered so much attention, such as AI, 
advanced computation, aerospace, autonomy, and biotechnology, rely on an increasingly precious 
commodity - semiconductors.  Virtually all advanced law enforcement and military equipment 
likewise cannot function without the reliable provision of semiconductors. As an industry, the 
United States and European markets remain dominant in the research and development of semi-
conductors, but semiconductor manufacturing concentration points exist in Taiwan, South Korea, 
and China.21 Most Western technological firms under the CET umbrella are built to maximize the 
computational reach and optimal outcomes of their research and development.  In AI, the aim of 
American and other Western firms is not simply to refine general AI capabilities to serve a prac-
tical purpose, but to strive towards the building of algorithmic processes that answer advanced 
inquiries.22 Put another way, the West is focused over the next horizon while other technological 
powers seek to maximize the here and now. Increasingly, the scientists developing AI posit that 
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Western policymakers need to consider CET through a mundane lens and focus on the logical 
adaptations to policy that result.23

Schmidt and Bajraktari detailed the specific bizarre circumstances the U.S. finds itself in when 
it comes to tech. U.S. research institutions and academia are the most substantive in the world 
and commercial tech giants remain concentrated in the U.S. Yet, little of the technological supply 
chain is manufactured in the U.S., government institutions have remained slow to adapt and adopt 
CET, and the U.S. workforce remains, by and large, untrained to onshore manufacturing tied to 
technology.24 It is China, the U.S.’ main geopolitical competitor, that has built a whole-of-society 
concentration on CET.25 China may not yet dominate innovations within CET, but it is catching 
up because it has built the infrastructural, economic, and political mechanisms to dominate key 
aspects of the supply chain.26 Most technological firms lean towards the Western-led system for a 
variety of purposes, but the commercial realities many of these cutting-edge firms face does not 
translate into an overabundance of patience. Intensified effort by Western countries to bridge the 
gaps in the manufacturing and supply chains is ongoing, with the Trump Administration keeping 
a constant focus on bringing key aspects of the supply chain to the United States.27

Access to CET is a top priority for national security institutions and while not moving quickly 
enough, militaries, law enforcement organizations, and other national security offices are adapting 
the quickest among government services. In many militaries, for instance, investments are occur-
ring in training a generation of key officers and civilian employees to serve as translators between 
policymakers and technology firms. Initial bureaucratic transitions represented by the Defense 
Innovation Unit in the United States or Japan’s Acquisition, Technology & Logistics Agency are 
evolving into overt strategies signaling the importance of pace.28 The process is not close to com-
pletion, and such reforms are not yet proven successful despite scaling success, but efforts like 
these have led defense and national security ministries into a variety of partnerships with the 
technological ecosystem. CET exposes deficiencies throughout many states that have long been 
ignored. The infrastructural networks and industrial bases are not sufficient. Yet many Western 
states and their partners are not destined to always face such deficiencies. Overcoming the prob-
lems will require comprehensive policy revisions, but initial, important steps to address the chal-
lenges are being taken at the working level, such as changes to procurement-related bureaucratic 
institutions and intensified partnerships with technology accelerators.29 The work on gaining 
fluency for how to better integrate private sector capabilities is at the base of public-private part-
nerships. 

On the private sector side of the partnership, firms must recognize that they need to engage, not 
ignore, the geopolitical realities attached to CET or risk displacement as a stakeholder in policy 
discussions.30 This requires more than public relations acknowledgement that a transparent, not 
opaque, system governing technology is the preference. The realities of states that seek to under-
mine established rules and norms governing our globe, such as China and Russia, are not merely 
another market and that the regulatory systems of many states, particularly those in the West, may 
be laborious and slow, but they build networks that provide benefits to all stakeholders.  Frontier 
software and AI firms may debate the benefits of open or closed coding models, but more trans-
parent legal, financial, and regulatory systems prove more predictable and thus, more profitable 
compared to opaque structures.31

Tensions between the U.S. and China, as example, must be treated seriously.  Semiconductor giant 
Nvidia is continuously caught up in tensions between the U.S. and China.32 Such tensions show no 
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signs of disappearing and navigating them can entail substantial trade-offs. Yet these tensions can 
also be an opportunity for firms. Exploiting tensions to gain leverage to obtain the infrastructural 
and industrial base provisions needed to expand their market scale is a logical use of the current 
environment. 

Take for instance the recent deals agreed to by the U.S. and several Gulf Cooperation Council 
(GCC) partners to enhance technological cooperation, including expanding data centers in the 
Arabian Peninsula and exploring critical mineral mining and refining.33 Despite concern over how 
substantial Middle Eastern regimes will protect foreign intellectual property and whether these 
states conform to the regulatory regimes that are standard elsewhere, the attractiveness of these 
energy-rich countries for technology firms is obvious.34 The Trump administration seeks to ex-
pand the supply chain for technology inside the United States to the largest degree possible, but in 
the meantime the calculus revealed that facilitating expanded investment in Saudi Arabia and the 
United Arab Emirates, states heavily reliant on U.S. security umbrellas, would expand the technol-
ogy supply chain to further propel Washington’s policy objectives.35

 

BREAKING SILOS AND ACCEPTING RISK 

The deals that the U.S. and its partners are making to diversify technology supply chains are not 
without risk. Such deals are, however, a reflection of the realities of the current state of national 
security when coupled with CET. The technologies that shape military and national security op-
erations are racing ahead to be the first to breakthrough on innovation. There is no guarantee that 
the U.S. or an allied country will win this race or even if private firms can achieve what they aspire 
to accomplish. Regardless of the risk, the sheer scale of lost opportunity and new threats requires 
states to bend, if not break, traditional silos that have governed research and development, acqui-
sition, and national security strategic thinking. 

The worst critics of the technological powers of the West are routinely themselves. The tendency 
to underestimate their own capabilities while overestimating their rivals is acute. China is accom-
plishing wonders in modernizing its economy and is a technological powerhouse.36  China may 
even one day outpace the collective innovation of North America, Europe, South Korea, India, 
and Japan, but as the United States and other Western technological powers are learning, long-
term success is dependent on the weaving of many institutions. China’s industrial policy is driven 
by state leaders who facilitate targeted investments across the CET spectrum.37 That approach has 
met with success. Yet other key institutions within China retain vulnerabilities.  Overall economic 
output is stalling due to continuous regulation swings, demographic decline, stalls in living stan-
dards, and an opaque banking system.38 Compared to China, Western bureaucracies alter course 
too slowly but once turned into alignment with private sector actors the transparency of institu-
tions lends to wider economic output.  

Looking more specifically at the U.S. military, the redirection of energy within the bureaucracy 
is already taking place. Initial experiments at adopting COTS technology, such as Project Maven 
and Task Force 59, have led to the Department of War partnering with technology accelerators, 
universities and research laboratories, and routinely publicizing and supporting startups.39 Major 
reforms, to acquisition, spending, adoption, and deployment, are increasing in scale and scope. 
Meetings, conferences, and exercises routinely feature commercial technologies and integrate pri-
vate firms as stakeholders. All of this has been facilitated by firms who have routinely reached out 
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to governments along with a growing contingent of government officials who know how essential 
CET will be for the future security of the state. It has been a slow start, but momentum is rising. A 
similar pattern can be observed in Japan, the United Kingdom, France, Canada, South Korea, and 
a collection of other states.ii

ii

Worries about the slow pace of government and the unrealistic expectations of private firms 
should be contextualized in comparison to the evolution of these public-private partnerships.  The 
partnerships serve as translators between different institutional patterns. The conversation today is 
how militaries can facilitate a community of private partners for aerospace innovation or supply a 
horde of unmanned systems or even how to harden existing COTS technology to face the stress of 
combat. The whole-of-government approaches for enhancing the industrial base, infrastructural 
network, and supply chain to facilitate partnerships with the private sector are the norm, not the 
exception. Precise policy guidance and specific plans for building a network of trusted technology 
providers is the discussion point for London, Washington, Tokyo, or Canberra, not whether such 
a network should be built.40 Progress is being made as the ties that facilitate progress are in mo-
tion.  

The work now is tied to determining what are the next steps to climb.  The need for proof of con-
cept is not necessary. What is necessary is that the collaborative environment facilitated by these 
partnerships expand.  For national security institutions, traditional patterns must be reformed, 
and greater risk accepted as a cost of the partnership.  Facilitation of innovators, both large and 
small, must become common to navigate the assortment of challenges looming on the horizon. 
For the private sector, planning for government stakeholders and the citizens they answer to is 
essential and should not be bypassed.  Furthermore, private firms must acknowledge what they 
already know – the infrastructure that will serve as the bedrock for advanced innovation requires 
government support.  Public-private partnerships, as they relate to national security, must gain 
further fluency in how to work with another.  Once fluency is commonplace, the competition over 
technology and the deliverables provided can gain greater speed and scale.

ii	 For further exploration of this trend, please refer to Tsujiguchi, Makota and Tanaka, Moyuru, “Exploring 
Promises: Opportunities for Defense-Tech Start-Ups in U.S.-Japan Alliance,” CSIS, 21 January 2025, https://www.csis.
org/analysis/exploring-promising-opportunities-defense-tech-start-ups-us-japan-alliance, “New Strategic Partner-
ships to Unlock Billions and Boost Military AI and Innovation,” United Kingdom Ministry of Defence, 18 September 
2025, https://www.gov.uk/government/news/new-strategic-partnership-to-unlock-billions-and-boost-military-ai-
and-innovation, “The great American shipyard reset: How Hanwha and the U.S. are tooling up,” Hanwha, 1 December 
2025, https://www.hanwha.com/newsroom/news/feature-stories/the-great-american-shipyard-reset-how-hanwha-
and-the-us-are-tooling-up.do.
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